YIMPABJ/IEHVE OBPA30OBAHUA
AOMUVHNCTPALNN MYHUUUMANBHOIO OBPA3OBAHWSA
CEBEPCKWIN PANOH

MPMNKAS3
or &YC*E Ne YA

cTtaHuua Cesepckas

O6yTBEPXKAEHNN NOINTUKN NHPOPMALMOHHOW 6e30MmacHOCTH
MHOPMaLMOHHbBIX CUCTEM NEPCOHAsIbHbIX AaHHbIX
ynpasneHnsa o6pa3oBaHNA afMUHUCTPaLMN MYHULUNANbHOIO
obpasoBaHus CeBepCKNiA palioH

B uensx ncnosiHeHus tpebosaHnini PenepanbHOro 3akoHa Nel52-®3 ot 27
nona 2006 roga «O nepcoHasibHbIX AaHHbIX», @ TakKXe YkKasa lNpe3ngeHTta PO
oT 6 mapTa 1997 1. Ne 188 npukKas3biBalo:

1 YTBepanTh NOMNTUKY MHHOPMaLMOHHOM 6e3onacHoCTu
UH(POPMALMOHHbBIX CUCTEM MEPCOHA/IbHLIX [AaHHbIX YMpaBneHns 06pa3oBaHuns
afMUHUCTPaLMM MYyHULMNANIbHOro 06pa3oBaHMs CeBEepPCKUIn pailoH, cornacHo
MPUIOXKEHUIO K HACTOALLEMY MPUKa3y.

2. KOHTpONb 3a WCMOMHEHMEM HacToALLero npukasa BO3/MOXWUTb Ha
3aMecTuUTeNa HayanbHUKa ynpasfieHus obpasoBaHus E.A.COpoKMHY.

3. MNMpukas BCTynaeT B CU/Y CO AHA ero nognucaHus.

HavanbHuK ynpaBneHns o6pa30|3aH|/|ﬂ



MPUNNTOXEHNE

YTBEPXJEHA
MPUKa3om ynpasneHus 06pa3oBaHus
afAMVHUCTPaLMM MyHULMNANLHOIO
o6pasoBaHus CeBepcKuiA paioH

oT ®*0o~*y- No

MonnTnka MHopMaLNOHHON 6e30NacHOCTH
NHMOPMALMOHHBIX CUCTEM NEPCOHASIbHbIX AaHHbIX
ynpasneHnsa 06pa3oBaHnS afMUHUCTPaUUM MyHULUNAIbHOIO
obpaszoBaHnA CeBepCKUiN panioH

OnpepgeneHuns

B HacToAweM [OKYMeHTe WCMOMb3YKTCA Clefytowme TEePMUHBI U UX
onpegeneHus.

ABTOMaTM3NPOBaHHaA CUCTeMa - CUCTEMA, COCTOAWAA W3 MNepcoHana W
KOMMJeKCa  CPeAcTB  aBToMatu3auum  ero  [eATeNnbHOCTW,  peanusyrolas
MH(OPMaLMOHHYIO TEXHOOTMMIO BbINOMHEHWS YCTaHOBNEHHbIX (DYHKLMWIA.

AyTeHTU(QMKaALNA OTNpaBUTeNA [aHHbIX - MNOATBEPXKAEHWe TOro, 4ro
OTNpaBUTe/Ib NMOMYYEHHbIX aHHbIX COOTBETCTBYET 3aB/IEHHOMY.

Be3onacHOCTb  MepCoHasIbHbIX [aHHbIX - COCTOSIHME 3alMLLEeHHOCTU
MePCOHa/IbHbIX  [aHHbIX,  XapakTepu3yemoe  CrMoCOO6HOCTbIO  MONb30BaTeNen,
TEXHUYECKMX  CPeACTB UM MH(OPMAUMOHHLIX  TEXHONOrMin  obecneynTb
KOH(DMAEHUMaNbHOCTb, Le/IOCTHOCTb U AOCTYMHOCTb NEPCOHA/IbHbIX AaHHbIX NPU UX
06paboTKe B MHPOPMALMOHHbBIX CUCTEMAX MePCOHaIbHbIX [aHHBbIX.

BuomeTpuyeckne rnepcoHasibHble  [aHHble -  CBefeHus,  KOTopble
XapaKTepu3yoT (M3MO0N0rnMYeckme OCOOGEHHOCTM Ye/lOBEKA U HA OCHOBE KOTOPbIX
MOXHO YCTaHOBUTb €ro JIMYHOCTb, BKIOYad oTorpadun, OTneyaTky MasbLes,
obpa3 ceTyaTKM rnasa, OCOOEHHOCTWM CTPOEHWs Tefla W ApYryt0  MofO6HYH0
NH(opMaLmIO.

BnokupoBaHue nepcoHasIbHbIX AaHHbIX - BPEMEHHOE MpeKpalleHne cbopa,
CUCTEMATU3aLNN, HaKOM/IeHWs, WUCNONb30BaHWs, PacrnpoCTpaHeHWs, MepPCOHasIbHbIX
[aHHbIX, B TOM yucne Ux nepefayu.

Bupyc (KOMMbIOTEPHbIA, MPOrpamMmMHbIA) - WUCMOMHAEMbIA NPOrpamMmMHbIiA
KO4 WM WHTEPNpeTupyembld Habop WHCTPYKLMIA, 06/1agatolwmii - CBOMCTBaMM
HEeCaHKLMOHNPOBAHHOIO pPacnpocTpaHeHuss M camosocnpou3seseHns. Co3faHHble
Ay6nvKaTbl KOMMbIOTEPHOrO BMpyCa He Bcerga CcoBnafaldT C OPUTMHAIOM, HO

COXpaHsoT CMOCO6HOCTb K fanbHeliemy pacnpoCcTpaHeHuo n
CaMOBOCMPOU3BEAEHMUIO.
BpefoHocHasi  nporpaMma - fporpamma,  MpeAHasHauyeHHas  Ans

OCYLLECTBNEHNS] HECAHKLIMOHMPOBAHHOrO AocTyna W (MAKM) BO3AEACTBMS  Ha



NnepcoHanbHble [JaHHblE WKW Pecypcbl MHMOPMALMOHHON CUCTEMbI MEPCOHasbH
[AHHbIX.

BcrnomoraTenbHble TeXHUYECKME CPefAcTBa W CUCTEMbl - TeXHUYecKue
CpefCcTBa M CUCTeMbl, He MpefHa3HavyeHHble AN nepegaqn, 06paboTKM N XpaHEeHUS
NMepCcoHabHbIX AAHHbIX, YCTaHaB/IMBaEMble COBMECTHO C TEXHUYECKUMWN CPeACcTBamm
N cuctemamu, npegHasHayeHHbIMM AN 06pabOTKM MEPCOHaNbHbIX AAHHbIX WU B
MOMELLEHMAX, B KOTOPbIX YCTaHOB/IEHbl MH(POPMaLMOHHbIE CUCTEMbI NMEPCOHASIbHbLIX
[AHHbIX.

JocTyn B onepauyMoHHYK cpedy KomnbtoTepa (MHGOpPMaUVOHHOW
CUCTEMbI MepCoHaNIbHbIX [aHHbIX) - MOJly4YeHMe BO3MOXHOCTM 3anycka Ha
BbIMO/IHEHME LUTATHLIX KOMaHA, (MyHKUMIA, npouedyp OnepauuoHHON CUCTEMbI
(YHUYTOXEHWSA, KOMUPOBaHWA, MNepeMeweHnss un T.n.), WCMNONHSEMbIX (aiinoB
NPUKNagHbIX Mporpamm.

[ocTyn K WH(popMauumM - BO3MOXHOCTb MOMYyYeHUS WHDopMaumm un ee
MCMONb30BaHWA.

3aKnaflo4HOe YCTPOMCTBO - 3/IEMEHT CPefCTBa CbeMa UH(opMaL MK, CKPbITHO
BHeApPSEMbIA  (3aKNafblBaEMbI WM  BHOCUMbIA) B MeCTa BO3MOXHOIMO CbeMa
MH(opMaumn (B TOM YnC/ie B OrpaXkaeHne, KOHCTPYKLMIO, 060pyaoBaHue, NpeaMeThl
NHTepbepa, TPaHCMOPTHbIE CPeACTBa, a TakKXKe B TeEXHWYECKMEe CpeacTBa U CUCTEMBI
06paboTKN MHDOopMaLun).

3awmuiaeman  MHMopMaunsa - WHGopmauus, ABAAIOLWAACA NPeAMeTOM
COOCTBEHHOCTU M MoA/Iexalllas 3awmTe B COOTBETCTBUN C TPeOOBaAHUAMW MPaBOBbIX
NOKYMEHTOB MM TpeboBaHUSAMU, yCTaHaB/IMBAEMbIMI COOCTBEHHNUKOM WH(OpMaLUN.

NpeHTnukayma - npuceoeHmMe cybbekTam UM 00bekTaM  focTyna
naeHTUMUKaTopa 1 (MNKN) cpaBHeEHME MPEAbABASEMOro UAEHTUDNKATOPA C MePeYHEM
MPUCBOEHHbIX NAEHTUPNKATOPOB.

NHGpOpMaTUBHbBIA  CUTHaT -  3NEeKTPUYECKME CUTHasbl, aKyCTUYecKue,
3/IEKTPOMArHUTHbIe U Apyrve (rU3ndeckme Mong, no napameTpam KOTOPbIX MOXET
ObITb  pacKpbiTa KOH(QUAeHUManbHad uHMopMauma (nepcoHasibHble  [JaHHbIE)
obpabaTbiBaeMas B MHHOPMALMOHHON CUCTEME NEPCOHASbHbIX JaHHbIX.

MHopmaumoHHasas cucteMa nepcoHasbHbIX  gaHHbIX  (UCMAH) -
NH(OpPMaLMOHHas cucTema, npeacTasnstoLlas co60M COBOKYMNMHOCTb MEPCOHaIbHbIX
[aHHbIX, cofepXalmxcsi B 6a3e AaHHbIX, a TakKxXe MHHOPMALNOHHbLIX TEXHOMOMNIA 1
TEXHUYECKUX  CPefACTB,  MO3BOMAKOWMX  OCYLECTBNATbL  00pabOTKy  TaKux
MepCoHabHbIX [aHHbIX C WCMO/Mb30BaHWEM CPeACTB aBToMatv3auum wnmn 6es3
NCNOJIb30BaHNA TaKUX CPeACTB.

NHpopMayMoHHbIE TeXHOMOrMM - npoueccbl, MeToAbl Moucka, cbopa,
XpaHeHus, 06paboTKu, NpesoCcTaB/IeHNs, PacnpPoOCTPaHeHNs MH(opMaLnn 1 Cnocobbl
OCYLLECTB/IEHMSA TaKNX MPOLLECCOB U METOL0B.

Micnonb3oBaHMe MepcoOHaslbHbIX [aHHbIX - felicTeua  (onepauun) ¢
NMepCcoHa/IbHbIMN JaHHbIMM, COBEPLUAEMbIE ONepaTopoM B LENSAX MPUHATUA peLleHuiA
NN COBEPLLEHNSA WHbIX AENCTBUIA, NOPOXAAOLWMX OPUANYECKNE NOCNeACTBUA B
OTHOLUEHMM CYyObeKTa NepPcoHanbHbIX AaHHbIX UK APYTUX vy 1160 MHbIM 06pa3om
3aTparvearoLmx npasa M cBO6OAbI CyObeKTa MepCOHaIbHbIX AAHHBIX WU LPYTUX
nnu.



NCcToUHMK yrposbl  6e3omacHOCTM  UHGopmauum - cyb6bekT focTyna,
MaTepuanbHbIi  OOBEKT WM (PU3NYECKOe ABMIEHME, SBNAIOWMECH MPUYMHON
BO3HWKHOBEHMS Yrpo3bl 6e30MacHOCTU NHDopMaLuN.

KoHTponimpyemasi 30Ha - NpoCTPaHCTBO (TEPPUTOPUSA, 3[4aHKne, YacTb 34aHNs,
MOMeLLEeHME), B KOTOPOM UCK/IKOYEHO HEKOHTPONPYeMOe npebbiBaHNe MOCTOPOHHNX
NN, a TaKXXe TPaAHCMOPTHBIX, TEXHNUYECKMX U NHBbIX MaTepuanbHbIX CPeACTB.

KoH(hunaeHUNanbHOCTb  MEPCOHasibHbIX  [JaHHbIX - 06s3aTeNbHOe  Ans
COGMOAEHNA ONepaTopoM WAM WHbIM  MOMYUYMBLLUMM  AOCTYN K MEPCOHasIbHbIM
JaHHbIM NIMLOM TpeboBaHME He [AOMNycKaTb WX pacrnpocTpaHeHue 6e3 coriacus
Cy6beKTa NepcoHaNbHbIX AaHHbIX UM HA/IMUYMA MHOTO 3aKOHHOTO OCHOBAHWS.

Me>XceTeBOW 3KpaH - N10Ka/lbHOe (O4HOKOMMOHEHTHOE) MK (PYHKLMOHA/IbHO-
pacnpefeseHHoe nporpaMMHoe (MporpaMMHO-anmnapaTHoe) CpefcTBO (KOMIMEKC),
peanu3yloliee KOHTPO/b 3a -UH(OpMauueid, noctynawowern B MHEHOPMALUOHHYHO
CUCTEMY MNepPCOHaNIbHbIX [aHHbIX W (MAK)  BbIXOAALWEA M3  MHDOPMALMOHHOW
CUCTEMBI.

HapywmnTtenb 6e30MacHOCTU MEPCOHaNIbHbIX JaHHbIX - Qu3nyeckoe nnLo,
Cly4yalHO WM npefHaMepPeHHO COBepLUatoLLee [encTBus, CNeLCTBMEM KOTOPbIX
ABNSETCA HapylweHne 6e30MacHOCTU MepPCOHaIbHbIX [aHHbIX Npu nX 06paboTke
TEXHWYECKUMW CPeLCTBAMUN B MH(OPMALMOHHbLIX CUCTEMaX NepCOoHaIbHbIX AaHHbIX.

HeaBTomMaTn3npoBaHHasa 06paboTKa MepcoHa/IbHbIX JaHHbIX - 06paboTKa
MEePCOHa/bHbIX  AaHHbIX,  COAepXawmxca B MH(OPMALMOHHOW  cucTeMe
MEePCOHaNIbHbIX [aHHbIX /IN60 W3B/IEYEHHbIX W3 TakKOW CUCTEMbI, CUYMTaeTCA
OCYLLLeCTB/IEHHOW 6e3 MCMOMb30BaHNA CpefcTB aBTomarumsauumu
(HeaBTOMaTM3NPOBAHHOW), €CN Takue AeWACTBMSA C NMepcoHaNbHbIMW AaHHbIMU, Kak
MCMO/Mb30BaHWe, YTOYHEHWE, PpacrnpocTpaHeHWe, YHUUYTOXKEHUE MEePCOHA/IbHbIX
[aHHbIX B OTHOWEHUW KaXAOro U3 CYyO6beKTOB MepCOHaslbHbIX  AaHHbIX,
OCYLLLeCTBNAOTCA NPU HENOCPEACTBEHHOM Y4acTUM YeNOBeKa.

HepeknapupoBaHHble BO3MOXHOCTU - (DYHKLMOHa/IbHble BO3MOXHOCTY
CPEACTB BbIYMUC/NTENbHOW TEXHUKW, He OMWUCaHHblE WM He COOTBETCTBYHOLLME
OMMCaHHbIM B [OKYMeHTaLumn, Mpyu UCNONb30BaHNM KOTOPbIX BO3MOXHO HapyLUeHue
KOH(MAeHUMANbHOCT,  AOCTYMHOCTM  WAM  UENOCTHOCTM  obpabaTbiBaemol
NH(opMauun.

HecaHKLMOHUPOBaHHbIN [JOCTYyN (HeCaHKLUMOHUPOBaHHbIE [AeACTBUS) -
[JOCTYN K WH(opMauum wunn AeicTBMS C MHGOpMauuven, Hapyllatowme npasuna
pasrpaHuyeHns AOCTyrna C WUCMOMb30BaHWEM LUTATHLIX CPEACTB, MpPeaoCcTaBiseMblX
MHOPMaLMOHHBIMU CUCTEMaMW NEePCOHA/IbHBIX AaHHbIX.

HocnTenb MHGopMaumn - n3nM4eckoe NULO WM MaTepuasibHbli 00bEKT, B
TOM yucne PU3nMYecKoe nose, B KOTOPOM WH(OpMaLMA HAXOAUT CBOE OTPaXKeHWe B
BUAe CUMBOMOB, 06pa3oB, CUrHaOB, TEXHUYECKMUX PpeleHuidA U  MpoLeccos,
KONIMYECTBEHHbIX XapaKTEPUCTUK (DU3NYECKUX BENINUNH.

O6e3nnumBaHne NepcoHabHbIX AaHHbIX - AeACTBUSA, B pe3y/ibTaTe KOTOPbIX
HEBO3MOXXHO ONpefennTb MPUHALNEXHOCTb MEepCOHaNIbHbIX AaHHbIX KOHKPETHOMY
CyObEKTY NepCcoHasIbHbIX JaHHbIX.

O6paboTKa MepcoHasibHbIX  AaHHbIX -  JeicTBma  (onepaumm) C
MePCOHaNbHbIMA  [aHHbIMW, BK/IOYas cOOp, CUCTemaTu3auuto, HaKoraeHue,



XpaHeHune, yTouHeHue (06HOBMEHME, N3MEHEHUE), UCMO/b30BAHWE, pacnpocTpaHe
(8 TOM uwucne nepepadvy), o06e3nnynMBaHve, BGNOKMPOBaHWE,  YHUUTOXEH
NepCcoHasIbHbIX AaHHbIX.

O6LLeoCTYyNHblE MepCOHasIbHble JaHHbIe - MepPCOHasbHbIe JaHHble, JOCTYN
HeorpaHMYeHHOro Kpyra nuy, K KOTOPbIM MNpefoCTaB/eH C cornacus cyobekTa
MepcoHasibHbIX [aHHbIX WM Ha KOTOPble B COOTBETCTBUM C (hefepanbHbIMU
3aKOHaMu He pacnpocTpaHsAeTca TpeboBaHNe CO6MOAEHNA KOH(UAEHLNATbHOCTN.

Onepatop (NepcoHasibHbIX AaHHbIX) -  TOCYLAPCTBEHHbIA  OpraH,
MYHUUUNANbHBIA OpraH, HpuaMyeckoe wunm (U3nYeckoe MLO0, OpraHusyoLee K
(nnn)  ocywecTBnaowee  06pabOTKy  NEPCOHa/IbHbIX  [JaHHbIX, a TaKxe
onpegensoLLme LUenm 1 cogepXxaHne 06paboTky NepcoHaNbHbIX AaHHbIX.

TexHNYecKne cpeacTea  MHGOPMAUMOHHOW CUCTEMbl  MEPCOHASIbHbIX
[OaHHbIX - CPeACTBa BbIYUCINTENbHON TEXHUKW, NHPOPMALMOHHO-BbIYUCINTENNbHbIE
KOMMN/IEKCbl M CeTW, CPefCcTBa M CUCTeMbl nepefauun, npuema v obpabotku MMAH
(cpeactea M CUCTEMbl  3BYKO3amnmcu, 3BYKOYCW/IEHWSA, 3BYKOBOCMPOW3BEAEHMS,
MeperoBopHble M TeIeBU3MOHHbIE  YCTPOMCTBA, CPeAcTBa  M3rOTOBJIEHUS,
TUPKMPOBaHNA JOKYMEHTOB U ApYyrve TeXHUYecKue cpefctea 06paboTKu peyveBoit,
rpamyeckon, BuAeO- W  OYKBEHHO-UU(POBOA MHMDOPMaLMm), NporpaMMHble
cpefcTtsa (onepaunoHHbIE CUCTEMbl, CUCTEMbI yrpaBieHns 6a3amu JaHHbIX W T.M.),
CpefCTBa 3aWMThl MH(OPMALUK, NMPUMEHSAEMbIE B MH(DOPMALNOHHBLIX CUCTEMAX.

MNepexBaT (MHMOpMaUUKN) - HenpaBOMepHOE MOAy4YeHWe WHGopMaLun ¢
NCMO/Mb30BAHNEM TEXHUYECKOrO CPefCTBa, OCYLLECTBAAIOLWEr0 0O6HAPYXXEHNE, NMPUEM
1 06paboTKy MH(OPMATUBHbLIX CUrHAOB.

MepcoHanbHble faHHble - fw0bad  MHpopmaumsa, OTHOcALaAca K
onpefeneHHOMY WM ONpeAeniseMoOMy Ha OCHOBaHUM  TakoW  MH(opmaLmu
(pm3nueckomy numuy (CyobekTy nepcoHasibHbIX AaHHbIX), B TOM 4YMC/e ero amuams,
MMS$i, OTYECTBO, rof, Mecsl, AaTa 1 MecTo POXAeHUs, agpec, CemeiiHoe, coLmanbHOe,
MMYLLECTBEHHOE  MOJIOXKeHWe, 0b6pas3oBaHue, npodeccus,  AOXOoAbl,  Apyras
MH(opmauus.

MobouHbIe 3/1IEKTPOMArHUTHbIE N3Ny4veHns n HaBOLKMN
3NIEKTPOMArHUTHbIE U3/yYeHUA TEXHUYECKMX CPeAcTB 006paboTkM  3almLiaeMoi
MH(OpMaLMN, BO3HMKAOLLME KaK MOOOYHOE ABMIEHNE U Bbi3BAHHbIE 3/1EKTPUYECKUMMN
CUrHanamun, [LeNCTBYHOLUMN B UX 3NEKTPUYECKUX UM MArHUTHbIX Lensx, a Takke
3/IEKTPOMarHUTHbIE  HABOLKW 3TUX CUTHaOB HA TOKOMPOBOAALWME  JINHUW,
KOHCTPYKUUWN U LENN MUTaHUS.

MonnTmka ""4ncToro ctona” - KOMMAEKC OpraHu3auMOHHbIX MeponpuUaTUn,
KOHTPONMPYIOLMX OTCYTCTBUE 3anucbiBaHUS Ha OYMaXKHble HOCUTENN KI4Yen K
aTpmbyToB AocTyna (naposei) 1 XpaHeHust nx B61M3N 06LEKTOB JOCTYNa.

Monb3oBaTeNlb MHGOPMaUMOHHOMW CUCTEMbl MepPCOHasIbHbIX AaHHbIX -
nMyo,  yvacteyrowiee B (PYHKUMOHUPOBAHUW  UHMOPMAUMOHHOM  CUCTEMb
MePCOHaNbHbIX JaHHbIX UK UCMOJb3YHoLLee pe3y/ibTaTbl ee ()YHKUVOHUPOBaHWS.

MpaBuna  pasrpaHWyeHna  JocTyna - COBOKYMHOCTb  NpaBws
pernameHTUpYHoLWMX npasa AocTyna cybbeKToB AOCTYNa K 06beKTaM fOCTyna.

MporpamMHas 3aknafgka - Kog nporpammbl, npegHaMepeHHO BHECEHHbIN i
nporpaMMy C Lefibl0 OCYLLECTBUTb YTEUKY, WU3MEHWUTb, G/IOKMPOBATb, YHUUTOXWT:



MH(OPMaLMIO UM YHUYTOXWTb U MOAMKDMLMPOBATL NpPOrpamMMHOe obGecreveHue
MH(OPMALMOHHOW  CUCTEMbl  MEPCOHaNbHbIX [AaHHbIX W (UNK)  BNOKMPOBATH
annapaTHble cpeacTBa.

MporpammHoe (NnporpaMMHO-MaTeMaTMUUEeCKoe) BO3aelicTBYME
HECaHKLIMOHMPOBAHHOe  BO3AECTBME  HA  Pecypcbl  aBTOMATWU3MPOBAHHON
WH(OPMALMOHHOW CUCTEMbI, OCYLLECTB/ISEMOE C WCMO/b30BaHNEM BPEAOHOCHbLIX
nporpamm.

PacKpbITe MepCoHasIbHbIX [AaHHbIX - YMbILLJEHHOe WKW  CiyYaliHoe
HapyLLeHe KOH(UAEHLMANbHOCTM NePCOHabHbIX AaHHbIX.

PacnpocTpaHeHe MepcoHaNbHbIX AaHHbIX - [EACTBUSA, HanpaBieHHble Ha
nepefady MepcoHasbHbIX  AaHHbIX  OMpedeneHHOMY Kpyry nuy  (nepepaya
NePCOHa/IbHbIX [aHHbIX) WM Ha O3HAaKOMJieHWe C MepCOHaNbHLIMU  [aHHbIMY
HEorpaHNYeHHOro Kpyra nul,. B TOM 4nc/ie 06HapoaoBaHMe NepCoHabHbIX JaHHbIX B
CpeAcTBax — MaccoBoi  MHopmauuu, — pasMelleHMe B MH(OPMALMOHHO-
TeNeKOMMYHMWKALMOHHbIX CETSX WM NpefoCTaBNneHMe [OCTyna K MepcoHasbHbIM
[aHHbIM KaKUM-1IM60 MHbIM CrOCOBOM.

Pecypc WMH(OPMAaLMOHHOW CUCTEMbI - UMEHOBAHHbI/ 3/1EMEHT CUCTEMHOIO,

NPWKNAAHOro nnm annapaTHoro obecneyeHus (YHKLMOHMPOBaHNS
WH(OPMALMOHHO CUCTEMBI.
CneyuanbHble KaTeropum MepcoHasibHbIX faHHbIX - MepCcoHa/bHble

[aHHble, Kacallinmecs pacoBOW, HaUWOHa/IbHOW NPUHAAIEXHOCTU, MOMUTUYECKNX
B3rNALOB, PEUTMO3HBLIX WK (UNOCONCKUX YOEXAEeHWUA, COCTOSAHWUA 340p0Bbs U
MHTUMHOM XXW3HN CyObEKTA NEePCOHabHbIX AaHHbIX.

CpefcrBa BblYUCINTE/IBHOW TEXHUKWU - COBOKYMHOCTb MPOrpamMMHbIX U
TEXHUYECKNX 3/1EMEHTOB CUCTEM 06pabOTKM AaHHbIX, CNOCOOHbLIX (DYHKLMOHMPOBATb
CamMOoCTOATE/IbHO WM B COCTaBe APYruX CUCTEM.

Cyb6beKT pgoctyna (Cy6bekT) - nMuo WAM npouecc, [AeWCTBMA KOTOPOro
pernaMmeHTUPyTCA NpaBuiammn pasrpaHuyeHns 4octyna.

TexXHUYEeCKMA KaHan YTeuyku WHGMopMaLMm - COBOKYMHOCTb HOCUTENS
nHopmauun  (cpeactsa  06paboTkM), (M3NYECKOW Ccpedbl  pacnpoCTpaHeHUs
MH(OPMaTMBHOIO CUrHala W CPeAcTB, KOTOPbIMW  A06bIBaeTCH  3alumiiaeMas
NH(opMaLMS.

TpaHcrpaHnyHass nepefada MepcoHallbHbIX fAaHHbIX - Mepejaya
MepPCoHa/IbHbIX AaHHbIX OMepaTopoM 4epe3 MOCyAapCTBEHHYHO rpaHuLy PoccuiAcKoi
denepaunyt  opraHy BfacTU  WMHOCTPAHHOrO rocyfapctea, (M3MYECKOMY WK
FOPUANYECKOMY NINLY MHOCTPAHHOIO rocyfapcTBaa.

Yrpo3bl 6e30MacHOCTM MePCOHasIbHbIX JaHHbIX - COBOKYMHOCTb YC/IOBUA U
(hakTOpOB, CO34AlOLMX OMACHOCTb  HeCaHKUWMOHMPOBAHHOTO, B TOM  4uc/e
C/ly4yaiiHOro, foctyna K MepcoHaslbHbIM [aHHbIM, Pe3y/ibTaTOM KOTOPOro MOXeT
CTaTb YHWYTOXEHME, M3MeHeHue, GNOKMpOoBaHME, KOMWPOBaHWE, pacnpocTpaHeHue
MEePCOHa/bHBLIX [aHHbIX, & TaKXe WHbIX HeCaHKLUMOHWPOBaHHbLIX AENCTBUMA MNpU UX
06paboTKe B MH(POPMALMOHHOW CUCTEME NePCOHasbHbIX AaHHBbIX.

YHUUTOXEHME MepCOHa/IbHbIX JaHHbIX - [eACTBUSA, B pe3y/ibTaTte KOTOPbIX
HEBO3MOXKHO BOCCTAHOBUTb  COfep>KaHue MEePCOHa/IbHbIX  AAaHHbIX B
NH(POPMALMOHHOW CUCTEME MEPCOHANIbHbIX [aHHbIX WM B pesyfibTaTe KOTOPbIX



YHUUYTOXAKOTCA MaTepuasibHble HOCUTENIM NePCOHaNIbHbIX AaHHbIX.

YTeuka (3awWumuiaemMonr) WHMOpMaLMM MO0 TEXHUYECKMM KaHasnam
HEKOHTPONNPYEMOE pacnpocTpaHeHne WHMopMaLuM OT HOCUTENs  3aluLaeMoi
MHopMaLMn  4yepes  (PU3NYECKYID  Cpely [0  TEXHWYECKOro  CpefcTBa,
OCYLLECTB/ISOLLErO nepexsaT UHhopmaLmu.

YupexaeHue - yYpexxaeHuns 34paBo0XpaHeHuns, CoumanbHOM cepbl, Tpyaa v
3aHATOCTW.

YA3BUMOCTb - C€naboCcTb B CpeAcTBax  3awWMTbl, KOTOPYH  MOXHO
MCNONb30BaTh ANA HAPYLUEHWUA CUCTEMbI UNWN COAePXKaLLelica B Heil MHopmamu.

LlenocTHOCTb uMHGopMauum - CcnocobHOCTb CpeAcTBa  BblYUC/IUTENbHOM
TEXHUKM  WAM  aBTOMAaTM3UPOBAHHOM CcUCTeMbl 06GecrneymBaTb  HEM3MEHHOCTb
MH(OpMaUMM B YCNOBUAX CAYYalHOrO W/unnM  nNpefHaMEepPeHHOr0  UCKaXeHUs
(paspyLueHuns). T

O603HavYeHUss 1 COKpaLLeHUS

ABC - aHTMBMpPYCHbIE CpeacTBa

APM - aBTOMaTM3MpoBaHHOE paboyee MeCcTO

BTCC - BcnomoraTe/ibHble TEXHUYECKME CpeacTBa U CUCTEMBI
NCIMAH - nHhopmaumMoHHaa cucTema nepcoHasibHbIX AaHHbIX
K3 - KoOHTponMpyemas 30Ha

N1BC - nokanbHasa BblUMC/IUTENIbHAA CETb

M3 - MeXceTeBOW 3KpaH

HC/, - HeCaHKLMOHNPOBAHHbIN JOCTYN

OC - onepaunoHHas cucTemMa

MAH - nepcoHanbHbIe JaHHbIe

MMB - nporpammHo-MaTeMaTMyeckoe BO3fencTBme

MO - nporpammHoe obecneyeHne

M3MWNH - Nno60YHbIe 3NeKTPOMArHUTHbIE U3/TyYEHUSA U HABOAKM
CA3 - cucTema aHanmsa 3almiLeHHOCTH

C3W - cpeacTsa 3aWmThl MHDOPMaLN

C3MAH - cuctema (noacucrema) 3alUTbl NEPCOHANbHBIX AaHHbIX
COB - cuctema 06Hapy>KeHUSI BTOPXeHWUM

TKY 1 - TexHUYecKne KaHasbl YyTe4YKn nHpopmaumnn

YBIMAH - yrpo3bl 6e30MacHOCTN NepCoHasbHbIX AaHHbIX

BBegeHue

Hactosawas [Monutmka  MHMOPMaLMOHHON  6e30MacHOCTM  yrpaB/ieHuns
obpa3oBaHMs agMUHUCTPaLUN MYHMLMNAILHOro o06pa3oBaHWs CeBepCcKuii panoH
(panee - Tlonutuka) paspabotaHa B COOTBETCTBUM C LENAMK, 3afadvamm  u
npuHuunamn obecreyeHns 6e30MNacHOCTM MepCOHasIbHbIX AaHHbIX W30XEHHbIX B
KoHuenumn wnHgopmaymoHHo 6esonacHoctn WCI[ ynpasneHus ob6pasoBaHus
afMUHUCTpaLMM  MyHuLMNanbHOro ob6pasoBaHus CeBepckuid  paiioH (fanee -
YupexaeHue).



Monntuka paspaboTaHa B COOTBETCTBUM C TpeboBaHUAMM
defepanbHOro 3akoHa ot 27 niona 2006 1. N 152-®3 "O nepcoHasbHbIX AaHHbIX" U
noctaHoBneHus [paBuTenbcTBa Poccuiickoin depepaunn ot 17 Hosops 2007 T.
N781 "O6 ytBepxgeHun TlonoxeHns 06  obecrieyeHun  6e30MacHOCTM
MepCoOHaNIbHbIX [aHHbIX Mpu KX 06paboTKe B MHMOPMALUOHHBLIX CUCTeMax
NepCoHabHbIX AaHHbIX", HA OCHOBaHWMW:

- "PekomMeHfaumin no obecnevyeHnto 6e30MacHOCTU MEPCOHa/bHbIX [aHH
npu unx 06paboTke B MHPOPMAUMOHHBLIX CUCTEMAxX MEePCOHaNbHbIX [daHHbIX",
yTBepXaeHHbIX 3amecTutenem gupektopa PCTIK Poccum ot 15.02.2008 r.,

"TuUNoBbIX  TpeboBaHWiA no  opraHusauunm n  obecrneyeHunto
(hYHKUNOHNPOBaHNS LLUMPPOBaSIbHBIX (KpunTorpaguyeckmx) CpefcTs,
npefHasHaYeHHbIX A9  3alWUTbl  MH(OPMaLUKW, He COAepXKallei CBeAeHwi,
COCTaBMIAOWMX TFOCYAApPCTBEHHYO TallHy B Cnyyae W3  WCMOMb30BaHUA A1
obecneyeHmss 6e30MaCHOCTU MepPCOHasIbHbIX [AaHHbIX MNpu KX 00paboTke B
NH(POPMALMOHHbIX cucTemax NePCOHaNIbHbLIX  AaHHbIX", YTBEPXKAEHHbIX
pykosogcTteoMm 8 LleHTpa ®CB Poccum 21.02.2008 r. N 149/6/6-662.

B Monutnke onpegeneHbl TpebosaHWs K nepcoHany WCIAH, cTeneHb
OTBETCTBEHHOCTW MepcoHana, CTPYKTypa U HeoO6XOAMMbIA YPOBEHb 3aLLMLLEHHOCTH,
CTatyc M AO/MKHOCTHbIE 0043aHHOCTU COTPYAHMKOB, OTBETCTBEHHbIX 3a 0b6ecrneveHve
6e30MacHOCTM NepPcoHanbHbIX AaHHbIX B MCIMAH YupexaeHus.

1 O6LLMe NONOXKEHUS

Llenbto HacTosAwen MonnmTnkmn aensetcs obecnevyeHne 6e30MacHOCTM 06BEKTOB
3alWKUTbl YUpexkaeHua OT BCeX BMAO0B Yrpo3, BHELHUX N BHYTPEHHUX, YMbILL/IEHHbIX
N HenpegHaMepeHHbIX, MUHUMU3aUWA Yyulepba OT BO3MOXKHOW peasim3auumn yrpos
6esonacHoctv MAH (YBI4H).

Be3onacHOCTb MepCcoHasIbHbIX AaHHbIX [AOCTUTraeTca nyTeM WCKIKYEeHUS
HeCaHKUMOHNPOBAHHOIro, B TOM YuC/e C/y4valiHOro, A0CTyna K MepcoOHaIbHbIM
[JaHHbIM, pe3y/bTaTOM KOTOPOro MOXET CTaTb YHWUUTOXEHWE, W3MeHeHue,
6N0OKMpOBaHMe, KOMMpoBaHWe, PacnpocTpaHeHWe MepCcoHasbHbIX [AaHHbIX, a Takxke
MHbIX HECaHKLMOHNPOBaHHbIX JENCTBUIA.

WH(opmaumsa 1 cBsizaHHble C HEil pecypcbl AOMKHbI OblTb AOCTYMHbI AN
aBTOPM30BaHHbLIX  MNOMb30oBaTeNeil. JLO/MKHO  OCYLLEeCTBNATLCA  CBOEBPEMEHHOE
oGHapy>XeHune n pearnposaHue Ha YBI14H.

JOMKHO  OCyLLecTBNATLCA  MpefoTBpalleHne  npegHaMepeHHbIX — unu
C/lyyaliHbIX, YaCTUYHbLIX WM MOMHbIX HECAHKLUWUOHWPOBAHHbLIX MOAUGMUKaLWiA WUnn
YHUUYTOXEHUA AAHHbIX.

CocTaB 00BLEKTOB 3alWUTLl NpefcTasieH B lMNepeyHe MepcoHasIbHbIX AaHHbIX,
noganexawmx saiuTe.

CoctaB VCI1AH nognexalmx 3awmre, npefacrtasneH B OTyeTe 0 pesynbrarax
NPoBefIeHNsI BHYTPEHHEN NPOBEPKMN.



2 O6nacTb aecTBmSA

Tpe6oBaHWs HacTosLel MoNMTUK PacnpoCTPaHSTCS Ha BCeX COTPYAHWUKOB
YupexaeHus (LUTaTHbIX, BPEMEHHbIX, paboTaloLWMX MO KOHTPaKTy W T.M.), a Takxke
BCEX MPOYMX NuL, (NOAPAAYMKM, ayaUTOPbI U T.M.).

3 Cucrema 3aWnTbl MNepCcoOHasIbHbIX AaHHbIX

CucTtemMa 3aWmThbl NepcoHasbHbIX faHHbIX (C3MAH), CTpOMTCSA HA OCHOBAHUM:

- OTyeTa 0 pesynbTaTax NPOBEAEHNS BHYTPEHHEN NPOBEPKU;

- [MepeyHa nepcoHanbHbIX AaHHbIX, NOANeXalMX 3allnTe;

- AKTa Knaccugmkauum nHHopMaLnoHHON CUCTEMbI MEPCOHAbHbIX AaHHbIX;

- Mogenun yrpo3 6e30nacHOCTV NEPCOHa/IbHbIX AaHHbIX;

- TlofoXeHUss 0 pasrpaHMyeHUn npaes [oCcTyna K 06pabaTbiBaeMbiM
NepcoHasibHbIM JaHHbIM;

- PykoBogAawmnx agokymeHToB PCTIK n ®CBb Poccun.

Ha ocHOBaHWM 3TWUX [OOKYMEHTOB OnNpefensetcsd Heob6XOAMMbIA YPOBEHb
sawmuieHHoctn MAH kaxgon WCMOH YupexgeHus. Ha ocHOBaHMM aHaniv3a
aKTya/ibHbIX yrpo3 6esonacHoctu MH onucaHHoro B Mogenu yrpo3 un OT4yeTta o
pesyfnbTatax MpOBefeHNs BHYTPEHHeW MNpPOBepKe, [JeflaeTcsa  3aKIlyeHue O
HeoO6X0AMMOCTM  UCMOMb30BaHUA TEXHUYECKUX CPeACTB U OpraHM3auMOHHbIX
MeponpuaTuid ans obecneyveHns 6esonacHocT MAOH. BbibpaHHble HEOOXOAMMble
MeponpuATUA oTpaxaroTcs B MnaHe MeponpuAaTuiA No obecneveHnto 3awunTbl MOH.

Ona kaxpoin WCMOH [0/mKeH OblTb COCTaBAEH CMUCOK UCMONb3YEMbIX
TEXHUYECKUX CPeACTB  3alWMTbl, a TakK »>ke MporpaMMHOro obecrneyeHus
yyacTBylouwero B o6pabotke MNAH, Ha Bcex anemeHTax CMAH:

- APM nornb3oBatesnen;

- CepBepa NpUNoXeHWi;

- CYb/A,

- 'paHnua N1BC;

- KaHanos nepegaun B CeTU 00LLEro Mnonb3oBaHMA U (UKN) MeXAYyHapOLHOro
obMeHa, ec/im o HUM nepepatotcesa MNAH.

B 3aBucumocTu OT ypoBHA 3awuweHHocTn WCIIOH 1 akTyanbHbIX Yrpos,
C3lMAH MOXeT BKNOYaTb Ceaytoline TeXHUYecKne cpeacTaa:

- aHTUBMPYCHbIE CPeAcTBa 411 pabounx CTaHUMIA NONb30BaTeNein U CepBepos;

- CpeAcTBa MEXCeTeBOro 3KpaHMpPOBaHUA;

- CpeAcTBa  KpunTorpauyeckoin 3awmTbl WHGOpMauMn, npu nepejade
3alnLLaemMor MHpopmMaLumn no KaHanam CBA3W.

Tak >Xe B CMUWCOK [O/MKHbl  OblTb  BK/KOYEHbl  (DYHKUMM  3aLLUTHI,
obecneumBaemble LWITaTHbIMW cpefcTBamMu  06paboTkm TMOH  onepauvOHHbIMU
cuctemamn  (OC), npuknagHeiM 1O ¥ cneumanbHbIMW  KOMIJIEKCAMU,
peanusyowmmMmn cpeacTea 3awntbl. CNMCOK (DYHKUNIA 3aLLUTBI MOXKET BK/IHOYATb:

- yrpaB/eHne 1 pasrpaHnyeHve 4ocTyna nosb3oBaTesien;

- perncTpaylmio 1 yyet elncTBUA C MH(OPMaLUEN;

- 0becneyrBaTh LLENOCTHOCTb AaHHbIX;



- MPOM3BOAUTL 0OHAPYXKEHUIA BTOPXKEHWIA.

CnncoK mncrnonb3yemblX TeXHUWYECKUX CcpeAcTB oTpaxkaetca B [lnaHe
MeponpuaTUiA Mo  06ecrneyeHno  3aWuTbl  MEePCOHaNIbHbIX  fAaHHbIX.  CnncokK
NCNONb3yeMbIX CPEACTB A0/DKEH MOoAAepXMBATbCA B akTya/lbHOM COCTOAHUMK. [lpu
M3MEHEHUN cocTaBa TEXHUYECKUX CpeAacTB 3awutbl unnm 3anemeHtos WCIIAH,
COOTBETCTBYHOLINE M3MEHEHUSA [LO/KHblI ObITb BHeceHbl B CMWCOK U YTBEPXAEHbI
PYKOBOAUTENEM YUpPeXXaeHUs WU NNLOM, OTBETCTBEHHbLIM 3a O06ecrneyveHme 3alunThbl
MAH.

4 TpeboBaHua K nogcmuctemam C3ITOH

C3IN/AH BK/OYaeT B cebs creaytoLme nNoAcUCTeMbI:

- yrpaBneHnsa oCTynoMm, perucTpaumnm u yyeta;

- 06ecneyeHuns LefoCTHOCTM N JOCTYMHOCTH;

- aHTUBUPYCHOW 3aLLMTI;

- MEXCETEBOro 3KpaHNPOBaHNS;

- aHaNn3a 3alluLLeHHOCTH,

- 06HapYXXEHMS BTOPXKEHWI;

- KpUNTOrpauyeckon 3almTol.

Mopcuctembl C3MAH MMEKT pasfiyHbIi  (DYHKLMOHAN B 3aBUCMMOCTM OT
knacca WCIMOH, onpegeneHHoro B AKTe Kraccuukaumm  MHHOOPMaLMOHHOW
CUCTEMbI NEPCOHA/IbHbIX AaHHbIX.

4.1 lNogacmnctemMbl ynpaBneHUa AOCTYNOM, perucrpaunm v ydeta

[Mogcuctema ynpasfieHUA LOCTYMNOM, perucrpaumM v ydeta npegHasHayeHa
0N peann3aunn cnepyowmx QyHKLUWiA:

- MAEHTU(MKALUN 1 NPOBepKa NOANIMHHOCTM CYOBLEKTOB AOCTYNa Npu BXOAe B
NCIMAH;

- VAEHTU(MKAUUN TEepMUHA/NOB, Y3/10B CeTW, KaHa/loB CBA3W, BHELLHUX
YCTPOMCTB N0 /IOMMYECKNUM UMEHAM;

- UAeHTU(UKaLMM nporpamm, TOMOB, KaTa/ioros, (haifioB, 3anuvceil, nosen
3anuncer No UMeHawm;

- peructpauum Bxoja (BblxoAa) CyObeKTOB fOCTyMa B cUCTeMy (U3 CUCTEMbI),
nM6o perucTpauus 3arpyskm 1M WHUUMaNM3aLUM  OMNepauluoHHON CUCTEMbl U ee
OCTaHoOBa.

- peructpaumu MoMbITOK AOCTyna MnporpaMMmHbIX CpeacTs (mporpamm,
MpoLeccos, 3afay, 3afaHuii) K awuwiaeMoiM ganam;

- perucTpauum MONbITOK AOCTyna MPOorpamMmMmHbIX CPeACcTB K TepMuHanam,
KaHasiam CBA3W, nporpammam, Tomam, Katanoram, ¢aiiam, 3anucam, Nonsam 3anucei.

MofcucTeMa ynpasneHUs LOCTYNOM MOXeT ObiTb peann3oBaHa C MOMOLLbIO
LUTaTHbIX CPeAcTB 06paboTky MNAH (onepauuoHHbIX cucTeM, NpuUnoXeHui n CYB/L).
Tak >Xe MOXeT ObITb BHefpeHO CcreuuaibHOe TEXHUYeCKOe CpPeAcTBO WM UX
KOMM/MEKC OCYLUECTBAAIOLWME [ONOSIHUTENbHbIE MepPbl MO  ayTeHTU(UKAUUN  ©
KOHTpoNt. Hanpumep, MpUMEHEHUe eAMHbIX XPaHUWL, YYeTHbIX 3anucei
nosib3oBatesier 1 pernucTpauroHHOW MHGopMaummn, NCcnob3oBaHe GUOMETPUYECKMX
N TeXHUYECKUX (C MOMOLLbIO 3/M1EeKTPOHHBIX MPOMYCKOB) Mep ayTeHTudukaumm wu

APYTnX.



4.2 MopacucTtema obecnevyeHUs LENOCTHOCTU M AOCTYMHOCTU

Mogcuctema obecnevyeHnss LENOCTHOCTU W LOCTYMHOCTM MpefHasHayeHa A/
obecneyeHns LENOCTHOCTM W JOCTynHOCTM [1[H, NporpaMmHbIX M annapatHbIX
cpeacts NCMAOH YupexieHus, a TakK e CpPeAcTB 3awuTbl, Mpu CayyaHOW wnu
HaMepeHHOW MoAugnKaLmn,

[Mogcuctema  peanm3yetca € MOMOLLbIO  OpraHM3auuMuM  pesepBHOro
KOMMpoBaHNA 06pabaTbiBaeMbIX [AaHHbIX, a TaK >Xe pPe3epBMPOBaHMEM KIHOYEBbIX
anemeHToB NCI1AH.

4.3 TlogcncteMa aHTUBMPYCHOWN 3alnThbl

MoacucTteMa aHTUBMPYCHOW 3aWuTbl MNpefHasHayeHa [Ans  0becrneyvyeHus
aHTUBMPYCHON 3aWnTbl cepepoB 1 APM nonb3osatenein UCMAH YupexaeHus.

CpefacTBa  aHTMBMPYCHOW  3alWiMTbl  NpefHasHayeHbl A9  peannsayumm
Creaytowmnx QyHKLUUR:

- PE3NAEHTHbIN aHTUBUPYCHbIA MOHUTOPUHT;

- aHTMBUPYCHOE CKaHWPOBaHUE;

- CKpUNT-6/10KNPOBAHME;

- LeHTpa/iM30BaHHYy0/yjaneHHY0 YCTaHOBKY/LeVHCTaNALMIO aHTUBUPYCHOIO
NPoAyKTa, HaCTPOWNKY, aAMWHUCTPUPOBaHME, MPOCMOTP OTYETOB U CTAaTUCTUYECKOWN
MH(opMauumn rno paboTe NPOAYKTE;

- aBTOMaTn3MpoBaHHOEe 0OHOB/IEHME aHTUBUPYCHbIX 6a3;

- OrpaHu4yeHue npasB MOMb30BaTENA Ha OCTAHOBKY WCMOMHAEMbIX 33a4ad W
N3MEHEHWSA HACTPOEK aHTMBUPYCHOIO NPOrpamMmMHOro obecreyeHuns;

- aBTOMaTUYeCKuIA 3anycK cpasy nocse 3arpy3kun ornepaunoHHOR CUCTEMBI.

MopcucTtema peanusyeTca nyTemMm BHEAPeHUs creunanbHoro aHTUBMPYCHOTO
nporpamMmHoro obecrieyeHusa Ha Bce anieMeHTbl CTMAH.

4.4 ToacncTemMa MeXXCceTeBOro aKpaHMpoBaHUS

MoAcrcTeEMa MEXXCeTeBOro 3KpaHWpPOBaHWA NpefHasHavyeHa AN1a peanvsauuu
cneaytowmnx QyHKLIRA:

- (MNbTpaLUM OTKPLITOrO U 3aln@pPoBaHHOrO (3akpbiToro) IP-Tpagmka no
ClefyoLWmmM napaMeTpam;

- (mkcauMm BO BHYTPEHHUX >KypHanax WHgopMaumMm 0 MNpoXoAsLlem
OTKPbITOM ¥ 3aKpbITOM 1P-Tpaduke;

- UAEHTU(MKALUN 1 ayTEHTU(UKALMIO aAMUHUCTPATOPa MEXCETEBOr0 3KpaHa
MpW ero fIoKasibHbIX 3anpocax Ha AOCTYM;

- perucTtpaumm Bxoga (BbIX0f4a) agMMHUCTPATOpPA MEXCETEBOro 3KpaHa |
cuctemy (U3 cucTtembl) MO0  3arpyskM W UHUUMANMU3ALMM  CUCTEMblI U €<
NMPOrpaMMHOro OCTaHOBa;

- KOHTPO/SA Le/IOCTHOCTM CBOEN MPorpaMMHON U MH(OPMAaLMOHHOM YacTu;

- unbTpaLMM NAKETOB CMYXKEOHbIX MPOTOKO/OB, CAYXaLUNX AN ANarHOCTUK!



M ynpaBfeHnst paboTon CEeTEBbIX YCTPOWCTB;

- (bubTpaLUM C YY4ETOM BXOAHOrO WM BbIXOAHOIO CETEBOr0 MHTepeica Kak
CpPeAcTBO NMPOBEPKN NOAIMHHOCTW CETEBbLIX aflpecos;

- perncTpauum 1 yyeta 3anpallivBaeMbiX CEPBUCOB NPUKNaAHOTO YPOBHS,

- 6noKMpoBaHMA AO0CTyNa HeMAeHTUMPUUMPOBAHHOIO 06bEKTA UM CYObeKTa,
NOA/MHHOCTb KOTOPOro npv ayTeHTUUKaLMM He MNOATBepAMnacb, MeToAamu,
YCTONUMBBLIMW K NepexBary;

- KOHTPONSA 3a CETEBON aKTUBHOCTbIO MPUIOXKEHWUIA U OBHAPY>XXEHUA CETEBbIX
aTak.

Moacucrema peannsyeTtcs BHeLpeHVeM nporpaMMHo-annapaTHbIX
KOMMJIEKCOB MEXXCETEBOI0 3KpPaHMpPOBaHMA Ha rpaHuue JICB, KnaccoMm He Huxe 4.

4.5 NMoacmnctema aHanmsa 3allnULeHHOCTH

Mogcuctema aHanmMsa 3alUMLLEHHOCTW, [O/MKHA 06ecrneynBatb BbIAB/IEHUS
YA3BMMOCTEN, CBA3aHHbIX C owunbkamn B KoHpurypauum MO WNCMAH, KoTopble
MOTYT ObITb MCMO/b30BaHbI HAPYLUNTENEM A/1F peann3aLmm atakm Ha CUCTEMY.

®PYHKUMOHAN NOACUCTEMbI MOXET OblTb peann3oBaH MPOrpaMmMHbIMU 1
nporpaMMHo-anmnapaTHbIMU CPeLCcTBaMM.

4.6 MoacncTeMa 06HaPY>XXeHUA BTOPXKEHWIA

MoacucteMa OGHapY>KeHUSI BTOPXKEHWW, [O/HKHA ob6ecrneyvBaTb BbISB/IEHNE
ceTeBblX aTakK Ha 3femeHTbl NCIOH NOAKNHOYEeHHbIE K CeTAM 06LLero nonb3oBaHUA
n (Unm) MexayHapoLHOro obmeHa.

PYHKLUMOHA MNOACUCTEMbI MOXET ObiTb peann3oBaH MPOrpaMmmMHbIMU 1
nporpaMMHo-annapaTHbIMU CPeLCTBaMN.

4.7 MoacmncteMa KpunTorpauyeckon 3alinThbl

Moacuctema Kpunrtorpagmyeckon 3almntbl NpegHasHavyeHa A1 UCK/IYEHUs
HC/ K 3awmwaemoin nHpopmauumn B NCMAH YupexaeHus, npyu ee nepegaydn no
KaHasiaM CBA3W CeTel 06LLEero rnosib3oBaHUa u (Mnmn) MeXxayHapoAHOro obmMeHa.

[MofcucTema peann3yeTca BHeApPeHUs KpunTorpauyeckMx nporpamMHoO-
annapaTHbIX KOMM/eKCOB.

5 Monb3oBaTtenu VCIAx

B KoHuenumm wHQpopMaynMoHHOW 6e30MacHOCTU  onpefeneHbl OCHOBHbIE
KaTeropum nonb3oBaTefnied. Ha OCHOBaHWM 3TUX KaTeropum [Ao/mKHa ObiTb
npou3sefeHa Tununsaumns nonb3osarenet UCMAaH, onpegeneH nx ypoBeHb 4OCTyMa U
BO3MOXXHOCTM.

B WCIMNAOH YupexaeHUa  MOXHO  BblAennTb  cnegyrouive  rpynnol
nofnb3oBaTesiei, y4acTBYOLWMX B 06paboTKe 1 XpaHeHun MAH:

- AgMmuHuncTtpatopa NCIAH;



- AgMuHMCTpaTopa 6e30MacHoOCTY;

- Onepatopa APM,;

- ADMUHUCTpaTopa CeTw,

TexHnyeckoro creynanucta no  06CNY)KMBaHMIO  NepuepuiiHoro

0bopyaoBaHuS;

- MporpammucT-paspabotunk NCIraH.

[aHHble 0 rpynnax  nofb30BaTensax, YPOBHe WX  goctyna W
NH(POPMMPOBAHHOCTU [JO/KEH ObiTb OTPaXKeH B M0OI0XKeHWe 0 pasrpaHNUYeHun npas
A0CTyna K 06pabaTbiBaeMbIM MEPCOHAIbHBIM JaHHbIM.

5.1 AgMmuHucTtpatop VCI1gH

AgmuHncTpatop WCTAH, COTPYAHWUK YupexeHus, OTBETCTBEHHbIN 3a
HaCTpPOWKY, BHeApeHue 7 COMpOBOX/eHune NCT14H. Ob6ecneunBaet
(PYHKLMOHUPOBaHMEe MoacucTemsbl ynpasneHns pgoctynom VCIOH v ynonHOMOYeH
OCYLLeCTBNATb NPefOCTaB/EHNE N pa3rpaHUYeHne 4oCTyna KOHEYHOro Nnonb30oBaTeNs
(Onepatopa APM) K aneMeHTam XpaHALLMM MepcoHabHble AaHHbIeE.

AgmuHnctpatop VCMAOH obnagaeT cnefyrowmum ypoBHEM A0CTyNa 1 3HaHWI:

- 06nafaeT NoOMHOM MH(opMaLUein 0 CUCTEMHOM U NPUKIAAHOM MPOrpaMMHOM
obecneyeHun NCIMAH;

- 06nagiaeT MoMHON MH(opMaLMedl 0 TEXHUYECKUX CPeAcTBax M KOH(Urypaumum
NCIAaH;

- IMEeT A0CTYN KO BCEM TEXHWYECKUM CpefcTBaM 06paboTKM WHGopMaLmm 1
faHHbIM NCT14H;

- 06nagaet npaBamu KOH(UrypupoBaHUA U agMUHUCTPATUBHOW HACTPOWNKM
TexHu4yecknx cpeacts NCI1AH.

5.2 AQMUHMUCTpaTOp 6e30nacHOCTH

AaMUHUCTpaTop 6e30MacHOCTU, COTPYAHMK YUpexeHWUsi, OTBETCTBEHHbIN 3a
(hYHKLMOHNPOBaHWE C3rAH, BK/H0Yas obcny>KnBaHue 7 HaCTPONKY
afiMVHUCTPATUBHOW, CEPBEPHOMN U K/IMEHTCKON KOMMOHEHT.

AfMuHucTpaTop 6esonacHoOCTM obnafaeT ChneaylowmMM YpPOBHeM focTyna w
3HaHWI:

- obnagaet npasamn AgmuHuctpartopa VCIAaH;

- 06nagaet NonHou uHgopmaumein 06 NCMNaH;

- UMEET JOCTYN K CPefcTBaM 3alnTbl MHAPOPMALMM 1 NPOTOKONMPOBAHUA U K
4yacTu KnruyeBbix anemeHToB NCIAH;

- He MIMeeT npaB AOCTyna K KOH(UIYPUPOBaHNIO TEXHUYECKUX CPEACTB CETM 3a
NCKMHOYEHNEM KOHTPO/bHBIX (MHCNEKUUOHHBbIX).

ALMUHMCTPATOP 6e30MacHOCTU YMONHOMOYEH:

- peanu3oBbiBaTb MNOAUTUKM 6e30nacHOCTM B 4acTu HacTpolku CK3WU,
MEXCETEBbIX 3KPaHOB M CUCTEM OOHAapyXXeHWs atak, B COOTBETCTBUW C KOTOPbIMM
nons3osartenb (Onepatop APM) nosny4vaeT BO3MOXHOCTb paboTaTb C 3/1eMeHTaMu
NCram;



- OCYLLECTBNSATb ayAUT CPEACTB 3aLlUThI;
- yCTaHaB/MBaTb [lI0BEPUTENbHbIE OTHOLUEHMS| CBOEl 3allULLEHHON CeTn ¢
CETAMM APYTUX YUpexxaeHuii.

5.3 Onepatop APM

Onepatop APM, CcOTpYAHMK YupexAeHus, OCYLIEeCTBAAKOLWNA 06paboTKy
MAOH. O6paboTka MAH BKAOYaeT: BO3MOXHOCTb npocMoTpa MAOH, pyyHO BBOA
NAoH B cuctemy WCIAH, thopmupoBaHMe CMNpaBOK M OTYETOB MO MHMOpMaLUK,
nonyyeHHon wu3 WCMA. Onepatop He WMeeT MOAHOMOYMIA ANS  ynpaBfieHus
nogcucrteMamy 06paboTky AaHHbIX 1 C3MAH.

Onepatop CIMAH o6nagaet cnefyouMm ypoBHEM A0CTYMa U 3HAHWIA:

- o06nagaet BCEMW HeobOXoAUMbIMK aTpubyTamy (Hanpumep, Maposiem),
obecneyrBaroLWMMK LOCTYN K HEKOTOPOMY nogmHoxecTsy MAH;

- pacronaraeT KOHQUAEHUNaNbHbIMW AaHHbIMUW, K KOTOPbIM UMEET AOCTY.

5.4 AJMVHUCTpAaTOp CETU

AOMUHUCTPATOP  CeTW, COTPYAHUK  YUpeXAeHus, OTBETCTBEHHbIA 3a
(hYHKLMOHNPOBaHWE TeIEKOMMYHUKaLNOHHOM NnoACUCTEMbI NCIMAH.
AQMUHUCTPATOP CETU He WMeeT MOMHOMOYUMA [ANS ynpaBfieHus nogcucteMamu
06paboTKN AaHHbIX 1 6e30MacHOCTMN.

AJMUHUCTPATOpP CeT 06najaeT CnefyrowmM YPOBHEM JOCTYNA Y 3HAHWIA:

- 06/1aflaeT YacTbio MHMOPMaLUU O CUCTEMHOM W MPUKNAAHOM NPOrpaMMHOM
obecneyeHun VICIMAH;

- 06/1afaeT YacTbl0 MH(OPMALMN O TEXHUYECKUX CPEACTBAX U KOH(Urypauum
NCIMA4H;

- VMMeeT (U3MYECKUA [OCTYN K TeXHUYECKUM cpefactBaM 06paboTKu
MH(OPMaLUN 1 CPeLCcTBaM 3aLLMUTLI;

- 3HaeT, NO MeHbLUei Mepe, OAHO NeraibHoOe NMS JOCTYyMa.

55 TexHM4YecKNin crneumanncTt Mo O06CNY>KUBAHUIO NePUGEPUINHOro
obopygoBaHus

TexXHNYeCKUn cneymannct no 06CNYyXMBaHWUIO, COTPYAHUK YUupexaeHus,
OCYLLECTBNAET 06CMY)XMBaHWE W HACTPOWMKY nepuepuinHoro 060pyaoBaHus
NCMAOH. TexXHUYeCKnin cneumanncT no o6CNy>XXmMBaHUIO He nUmeeT pocTtyna K MAH,
HEe WMeeT MOMHOMOYMIA [ANA ynpaBneHWs nogcuctemamy 006pabOTKM [aHHbIX W
6e30nacHoCTH.

TexXHUYECKNA cneymanmncT no 06CnyXmnBaHMio 06nagaeT cnefyroLnm YpoBHEM
AOCTYMa 1 3HAHWIA:

- 06/1afjaeT YacTbi0 MHMOPMALUU O CUCTEMHOM W MPUKIAAHOM NPOrpaMmmMHOM
obecneyveHnn NCI4H;

- 06/1a4@eT YaCTblO MHOPMALUKN O TEXHUYECKNX CPeACcTBaxX U KOH(Mrypauuu
NCraH;



- 3HaeT, N0 MeHbLUei Mepe, OHO nerasbHOe UMS AOCTyna.
5.6 [porpammucTt-paspabotumk NCrax

MporpaMMucTbl-pa3paboTunky  (NOCTaBLLMKNA) MNPUKIALHOrO NPOrpaMMHOro
obecneyeHusa, obecneymsaroLmMe ero COMpoBOXAEHME Ha 3alumiiaeMom o6bekte. K
[AaHHOI rpynne MOryT OTHOCMTBCA KaK COTPYAHUKN YUpexaeHUs, Tak U COTPYAHUKK
CTOPOHHUX OpraHn3aLmia.

o 3TON KaTeropuu:

- obnagaeT wHGopmaumernr 06 anropuTMax W nporpamMmax 06paboTKM
nHgopmaunn Ha ACMOH;

- 06nafaetT BO3MOXXHOCTAMW BHECEHUS OWWMOO0K, HeAeK1apupOoBaHHbIX
BO3MOXXHOCTe, NPOrpamMMmHbIX 3aKnafoK, BPEAOHOCHbIX MporpaMm B MporpammHoe
obecneyeHne NCIAH Ha cTaguu ee pa3paboTKu, BHEAPEHUSA U COMPOBOXAEHNUS;

- MOXeT pacnosiaraTb /1H0ObIMU (YparMeHTamMy WHGpoOpMaUuy 0 TOMOAOrUK
NCIMOH 1 TeXHWYeCcKnx cpeactesax 06paboTkm v 3awnTel MNAH, obpabaTbiBaeMbIX B
NCNAH.

6 TpeboBaHWMA K nepcoHasny no obecrnevyeHmto 3awmnTbl MAH

Bce coTpygHuUKM YupexpaeHus, asnawowneca nonb3osatenamum  VCIOH,
[0JIKHbI YeTKO 3HaTb M CTPOro BbIMOMHATL YCTAHOB/IEHHbIE MpaBuia 1 0643aHHOCTY
no [JocTyny K 3awuuaeMbiM 00beKTaM W COONKOAEHMIO MPUHATOrO pexuma
6esonacHocTu MAH.

Mpn BCTYyN/JeHWM B [O/HKHOCTb HOBOrO COTPYLHMKA HENoCpeACTBEHHbI
HayaNlbHWK MoApasfefieHns, B KOTOpPOe OH MOCTynaeT, 06f3aH OpraHM30BaTb €ero
O3HaKOM/IeHNe C [O/HKHOCTHOW WHCTPYKUMEA M HeoOXOLUMbIMU [OKYMEHTaMMU,
pernameHTUpyowmMy TpebosaHmsa no sawmrte MNAH, a Takke 00y4yeHMe HaBblKam
BbIMOJ/IHEHNA MNpoueayp, HeobXo4UMbIX AN CaHKUMOHMPOBAHHOIO WMCMONb30BaHUA
NCrgn.

COTpyLHUK LO/KEH ObITb 03HAKOMJIEH CO CBEAEHUAMWN HacTosLe MNonnTukn,
MPUHATLIX npouesyp pabotsl ¢ anemeHtamu UCMAH n C3MNAH.

COTpyAHUKN  YupexAeHuns,  UCNoNb3ylolne  TeXHUYecKne  CpeacTsa
ayTeHTU(MUKALUUKW,  OO/MKHbl  06ecrneymBaTb  COXPaHHOCTb  WMAEHTU(MKATOPOB
(3NeKTPOHHbIX Kto4er) n He gonyckaTb HC K HUM, a Tak e BO3MOXHOCTb WX
yTepyu UAn UCNob30BaHUA TPETbUMU nMuaMn. [1onb3oBaTeNn HecyT NEPCOHANbHYIO
OTBETCTBEHHOCTb 33 COXPAHHOCTb MAEHTUPUKATOPOB.

COTpYAHUKM YupexXaeHns [AO/KHbI cnefloBaTb YCTaHOB/IEHHbLIM npolesypam
noafep>xaHus pexvmMa 6esonacHoctv MAH npy BbIGOpe M MCNONL30BaAHUN Naposiein
(ecnu He NCNOMb3YOTCA TEXHUYECKNE CPeACTBa ayTeHTU(MKaLNN).

COoTpyOHUKN  YupexaeHusa [O/MKHbl 06ecrneynBaTb HaA/eXallyo 3awuTy
obopyfoBaHusA, OCTaBn1seMoro 6e3 NPUCMOTPa, OCOOGEHHO B TeX Clyyasx, Korga B
NMoMeLLlleHMe UMEKT AOCTYN MOCTOPOHHME nuua. Bce nonb3oBatenn AOMXKHbI 3HATb
TpeboBaHMa no 6esomacHoctn T[MOH v npouefypbl 3aWnUTbl  060pPYLOBaHMUS,
OCTaB/IeHHOro 6e3 NMPMcMOTpPa, a TakXXe CBOM 0053aHHOCTM MO 06ecrneyeHno TakKow



3almnThI.

CoTpygHMKaM  3arnpeLjaeTca ycTaHaB/iMBaTb MOCTOPOHHEE MporpamMmmHoe
obecrneyeHue, MNOAKIKOYATL JIMUHblE MOOW/bHbIE YCTPOMCTBA W HOCUTeNe
MH(OPMaLMK, a Tak e 3anncbiBaTbh Ha HUX 3alMLLaemMyt0 MH(OPMaLMIO.

CoTpygHMKaM  3anpellaeTtca pasrfiawiartb  3aliuuiaemMyro  UHJopmauuto,
KOoTopas cTasia WM W3BECTHa npu paboTe C MHMOPMALUOHHLIMK CUCTEMaMU
YupexaeHus, TpeTbUM nLam.

Mpwn paboTte ¢ MAH B CTIAH COTPYAHUKN YUpeXaeHns 0653aHbl 06ecrneynTb
OTCYTCTBME BO3MOXXHOCTM npocmoTpa NAH TpeTbumu nuyamu ¢ MOHUTOpoB APM
NN TEPMUHAOB.

Mpun 3aBepweHnn pabotbl ¢ NCIMOH coTpyaHUKM 0653aHbl 3awmtuts APM
NN TepMUHANbI C MOMOLLbIO GNOKMPOBKM K/IKOYOM WM 3KBMBAJIEHTHOIO CpefcTBa
KOHTPO/IA, HanpuMep, AOCTYNOM MO Maposiko, ecii He NCNOJb3YHTCA 60/1ee CUMbHbIe
CpeACTBa 3aLLNTI.

COTPYAHUKN YUpeXkaeHUs AO0/MKHbI ObiTb MPOMH(OPMMPOBaHbI 06 yrposax
HapyLleHus pexuma 6esonacHocTv MOH M OTBETCTBEHHOCTM 3a €ro HapyLleHue.
OHM [OO0MKHbI 6bITb 03HAKOM/EHbI C YTBEPXAEHHOW (hopMaibHON npoueaypon
HaNOXXEHNS AUCLUUNANHAPHBLIX B3bICKAHWA Ha COTPYAHMKOB, KOTOPbIE HapyLIWUAN
MPUHATLIE MOAUTUKY M NpoLeaypbl 6esonacHocTy MAH.

CoTpyaHMKKN 0643aHbl 6e3 npomeasieHMs coobliaTe 060 BCex HaboAaeMblX
UK NOA03PUTENbHBIX Cnyyasx paboTbl MCMAH, MOryLmx nosneys 3a co60i yrposbl
6esonacHocTn [[H, a TakKXke O BbIFB/IEHHbIX WMW COObLITUAX, 3aTparvBaroLnX
6esonacHocTb [1[H, PYKOBOACTBY MoApas3fenieHns n fuyy, OTBevarollemy 3a
HemMe[/IeHHOe pearnpoBaHue Ha yrposbl 6esonacHocTu MNAH.

7 [LOMKHOCTHbIe 06513aHHOCTU Nonb3oBaTenein NCIAH

[OoMKHOCTHbIE 06513aHHOCTU nonb3oBatenein NCIMAH onucaHbl B CNeQyHOLNX
NOKYMEHTax:

- IucTpykuna agmuHuctpatopa ACIAH;

- IHCTpYKUumnsa agMmuHuctpaTtopa 6esonacHoctn NCIMAH;

- IucTpykunsa nonb3osatensd NCIAH;

- IHCTPYKUMA Nonb3oBaTens npv BO3HUKHOBEHMMW BHELLTATHbIX CUTYaLMiA.

8 OTBeTCTBEHHOCTbL cOTPYyAHMKOB NCT1OH YupexxaeHus

B cooTBeTCTBMM CO CT. 24 PefepanbHOro 3akoHa Poccuiickoin depepauun ot
27 mona 2006 r. N 152-®3 "O nepcoHaslbHbIX AaHHbIX" /fuUa, BUHOBHbIE B
HapylweHun TpeboBaHU [aHHOro PefepasbHOro 3akoHa, HECyT TPaXaHCKY!Ho,
YrOM0BHY0, aAMUHUCTPATUBHYIO, AUCUUMNAVHAPHYIO U WHYKO NpefyCMOTPEHHYI0
3aKoHofaTe/IbcTBOM Poccuiickoil Pefepalm OTBETCTBEHHOCTb.

[encTeytoLlee 3aKoHOAaTeNbCTBO PP N0o3BONSET NPeAbABAATbL TPe60BaHUS MO
obecneyeHnto  6es3onacHoi  paboTbl € 3awumilaemMoin  MHopmMauuen  u
npefycMaTtpuBaeT OTBETCTBEHHOCTb 3a HapyLleHWe YCTAHOB/IEHHBLIX MNPaBU
akcnnyataumm 3BM U cucTeM, HenpaBOMEPHbIA AOCTYN K WUH(OpMaLMK, ecivu aTu



NENCTBUA NPUBENN K YHUUTOXEHUIO, BNOKMPOBaHUIO, MoAutMKaLumMu MHHDopMan
UK HapyLweHunto pabotel IBM nnn cetein (ctatbmn 272, 273 n 274 YK P®).

AgmuHuctpatop  WCMAOH  n agmuHucTpatop  6e30MacHOCTM  Hec
OTBETCTBEHHOCTb 3a BCE [AeNCTBUSA, COBEPLUEHHbIE OT MMEHW WX YYETHbIX 3anucen
WX CUCTEMHbIX YYETHbIX 3arnuncei, eciv He JoKasaH (akT HecaHKLMOHMPOBaHHOIO
MCMOJIb30BAHUS YYETHbIX 3arunceil.

Mpn HapyLleHNaxX CcOoTpyAHMKaMU YupexiaeHus - nosnb3osatenein NCIMOH
npaswuf, CcBfA3aHHbIX C 6e3onacHocTbio [MJH, OHW HecyT OTBETCTBEHHOCTb,
YCTaHOB/EHHYO [eACTBYIOLWMM 3aKOHOAAaTeNbCTBOM Poccuiickoin defepaumu,

MpuBeseHHble Bbiwe TpPebOBaHWA HOPMATMBHbLIX [LOKYMEHTOB MO 3aliuTe
NHOopMaLUKN  JO/MKHBLI  ObITb  OTPaXeHbl B [10N0XEHUAX O noApasfeneHunsx
YupexaeHusa, ocyulectensaiowmx obpabotky MAH B WCMOH M AOMKHOCTHBIX
NHCTPYKUMNAX COTPYAHUKOB YUpexxaeHus.

Heobxogumo BHecT B [10N0XKEHUS O MOApasfeneHnsx YupexaeHus,
ocyulectenarowmx obpaborky MAH B VNCIOH cBefieHUA 06 OTBETCTBEHHOCTU WX
PyKOBOAUTENEN W COTPYLHMKOB 3a pasrnalleHne U  HecaHKUMOHMPOBaHHYHO
MoAnrKauuio (UCKaxkeHue, (anbcudukaumnio) MNAH, a TakXke 3a HenpaBOMepHOe
BMeLLAaTe/IbCTBO B MPOLLECChl MX aBTOMAaTM3NPOBaHHON 06paboTKw.

9 CnuncoK ncnosib3oBaHHbIX MCTOYHUKOB

OCHOBHbIMW HOPMaTUBHO-NPABOBLIMW W METOANYECKUMWN [LOKYMEHTaMW, Ha
KOTOpbIX 6asnpyeTcs HacToswee MonoXxeHne ABNAKOTCA:

1. ®epfepasbHblid 3aKOH 0T  27.07.2006 1. N 152-®3 "O nepcoHasbHbIX
faHHbIX" (panee - @3 "O nepcoHa/bHbIX AaHHbIX™), YCTaHaB/MBAKOLWMIA OCHOBHbIE
npyvHUMNbl 1 ycnoBusa o6bpabotku MAH, npasa, 0643aHHOCTU M OTBETCTBEHHOCTb
YYaCTHUKOB OTHOLLEHWIA, CBA3aHHbLIX C 06paboTKon MAOH.

2. "MNonoxeHne 06 obecnevyeHnn 6e30MaCHOCTU MePCOHa/bHbLIX AaHHbLIX MpU
X 06paboTke B  WMH(OPMALMOHHLIX  CUCTeMax NepcoHanbHbIX  AaHHbIX",
yTBepxaeHHoe MocTtaHoBneHuem lpasutensctBa PP ot 17.11.2007 r. N 781.

3. "lNopagok nposBefeHUs  Knaccuukaumm  MHGOPMALMOHHBLIX  CUCTEM
NepCcoHanbHbIX JaHHbIX", YTBEPXAEHHbIA COBMeCTHbIM lMpukazom ®CTIK Poccum
N 55, ®CB Poccun N 86 n MuHuHmopmcesasm PO N 20 ot 13.02.2008 .

4. "TlonoxeHne 06 0OCOGEHHOCTAX 00pPabOTKM MNepCcoHasbHbIX [AaHHbIX,
ocyllecTBnsiemMoi 6e3 MCNonb30BaHWUA CPeACcTB aBToOMaTu3auumn™, YTBepXKAeHHOe
MocTaHoBneHnem lMpasutensctea P® ot 15.09.2008 r. N 687.

5.  "TpeboBaHMsi K  MarepuasibHbIM HOoCcUTeNns M  BMOMeTPUYECKNX
MepcoHaslbHbIX  AAaHHbIX W  TEXHONOTMAM  XPaHEeHUA TakuMX  [aHHbIX  BHe
NH(OPMALMNOHHbLIX  CUCTEM NepcoHasIbHbIX NaHHbIX", YTBEPXAEHHbIE

[MocTtaHoBNeHMeM lMpasutensctea PP ot 06.07.2008 r. N 512.

6. HopmaTvBHO-MeTOAUYECKMe [OOKYMeHTbl ®egepanbHOM  CnyXObl MO
TEXHWYECKOMY W1 3KCMePTHOMY KOHTposto Poccuiickoin ®epepauun (ganee - dCTIK
Poccumn) no obecneyveHnto 6esonacHocTn MAH npu nx obpaboTtke B ICIOH:

7. PekomeHfaumy no obecrneyeHM0 6e30MacHOCTU MePCOHasIbHbIX [AaHHbIX
npy nx 06paboTKe B MHOPMALMOHHBIX CUCTEMAX NEPCOHasbHbIX AaHHbIX, YTB. 3aMm.



ampektopa @CTIK Poccum 15.02.08 r. (4CIM)

8. OCHOBHble MeponpuATAA N0 OpraHM3aunm U TEXHUYECKOMY 06ecrneyveHuto
6e30MacHOCTM MePCOHa/bHbIX [aHHbIX, 06pabaTbiBaemMblX B WHHOPMALMOHHbIX
cucTemMax nepcoHanbHbIX AaHHbIX, YTB. 3aM. gupekTopa ®CTIK Poccum 15.02.08 .
Acmn)

9. baszoBas mofenib yrpo3 6e30MacHOCTM MepCoHabHbIX [AaHHbIX NpU KX
06paboTKe B WH(OPMALMNOHHbLIX CUCTEMaxX MNEPCOHa/bHbIX AaHHbIX, YTB. 3am.
ampektopa PCTIK Poccmn 15.02.08 r. (A4CIT)

10. MeToauka onpeaeneHns akTyasbHbIX Yrpo3 6e30nacHOCTU MepcoHasbHbIX
AaHHbIX NPy UX 06paboTke B MHPOPMaLUMOHHBLIX CUCTEMAX NEPCOHasIbHbIX AaHHbIX,
yTB. 3aM. gupekTopa ®CTIK Poccum 15.02.08 r. (ACIT)

HauyanbHWK ynpaeneHust 06pa3oBaHus .Ma3bko



